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. How to: apricot

for parents

ol

recognisdlifferent kindsof Misinformation and Disinformation
recognise and differentiatthe intentionsbehind its generation

plan and implement handsn, learneroriented tasks in order to teach
parentggrandparents to be more critically literate when using digital media.

facilitate discussion with parents and grandparents that will engage them in the
Importance of working together in order to support the critical digital literacy of
the children in their care;

ol

ol

ol

b use methodical framework for teaching target groups in practice;
b help adult learners reflect upon concepts learnt as well as the learning process;
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. Fake News, Misinformation and DisinformationdPT1€Of

(in Digital Technologies)
o Fake News: Why should we care?

o Fake News:What is it and what iIs it for?

o Definitions and the different types
o How it is created and spread online
o Intentions behind its creation

o Fake News: How to spot it!
o Using Critical Thinking Skills
o The 3 stages of applying critical digital literacy
o Analysing content

o Using Facthecking and reporting Tools
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apricot

for parents

EN

https://www.bbc.com/ownit/thebasics/reabr-fake-newsquiz

or: https://youtu.be/HhNOwak k
or: https://Iwww.theqguardian.com/newswise/2021/feb/04/fake-reakheadlinesguiznewswise?2021

OR OTHER LANGUAGE/COUNTRY VERSIONS
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https://www.bbc.com/ownit/the-basics/real-or-fake-news-quiz
https://youtu.be/HnNOv-vak_k
https://www.theguardian.com/newswise/2021/feb/04/fake-or-real-headlines-quiz-newswise-2021

1cof

or parents

. internetmatters.org/fake-news

Fake news and
Misinformation advice hub

Get expert tips to support children

—_— R

LEARN ABOUT IT PROTECT YOUR CHILD | DEALWITH IT I RESOURCES

What you'll find in this section
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https://youtu.be/HnNOv-vak_k
https://youtu.be/HnNOv-vak_k
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DISINFORMATION:
WHAT IS IT AND WHAT IS IT FOR?

il




apricot

for parents

2 KFd R2 6S YSFYy o0& WC

In Groups (of 37?):
1. Define what you think it is, and

2. Provide an example or illustration of what you have defined

v
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apricot

or parents
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https://youtu.be/HD5MmuLDeFE
https://youtu.be/HD5MmuLDeFE

MisinformationandDisinformation .
apricor

for parents

INTENT TO HARM

Mis-information Dis-information Mal-information

False Connection alse Context (Some) Leaks
Misleading Content mposter Content (Some) Harassment

Manipulated Content SSSGRMERSSEISSEEECH

Fabricated Content
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TYPES OF MIS- AND
DISINFORMATION

FALSE
CONNECTION
When headlines,

I
visuals or captions don’t !

support the content

MANIPULATED
CONTENT

When genuine
information or imagery
is manipulated to
deceive

FALSE CONTEXT
When genuine content
is shared with false
contextual information

SATIRE OR
PARODY

No intention to cause
harm but has potential
to fool

MISLEADING
CONTENT
Misleading use of
information to frame
an issue or individual

IMPOSTER
CONTENT

When genuine sources
are impersonated

FABRICATED
CONTENT

Content that is 100%
false, designed to
deceive and do harm

PROPAGANDA
When content is used
to manage attitudes,
values and knowledge

SPONSORED
CONTENT
Advertising or PR
disguised as
editorial content

STOP THE SPREAD OF MISINFORMATION.
THINK BEFORE YOU SHARE, REACT OR RESPOND.

ERROR

When established
news organisations
make mistakes while
reporting

@

GROUNDVIEWS
Journalism for citizens

Types oMis- and Disinformation:

False Connection
False Context
Manipulated Content
Satire or Parody
Misleading Content
Imposter Content
Fabricated Content
Propaganda

© 00 N bk DhPRE

Sponsoredontent
10. Error
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™ s anything wrong with these pictures? apricot

for parents

12
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But it has become better over time.  apricot

for parents

Real Modified

~AEE S
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- How | became a deepfake
o ' | ) i apr.ﬂlrgrreﬂt

03:43

How | became a deepfake
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https://www.bbc.co.uk/news/av/technology-51223254/
https://www.bbc.co.uk/news/av/technology-51223254/

- Parody Sati Pl
_ aro atire ADrIC |-
Satire/Parody - B

Exaggerating
or mocking
the wrong to

imply the right.

No intention to causé
GG Satire is often used KIF NYY X0 dzu
to expose society’s flaws. 99 potential to fool!
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The Intentions and Motivations behind disinformation

o Propaganda

o To discredit

o Economic / Monetary gain
o Political

o Personal fame

o To cause harm to individuals (including , |
defamation) b

o Polarisation
o Fun/comedy
o Because | can!

Intention is like bias, but more calculated!

Fundamentally it is about influence

17



How disinformation is spread online:

oFrom audience to cgproducer
oDZ2ZAY d WxANI T Q
oWeak Critical Digital Literacy

oSelective exposure
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The senders dbisinformation a the internet
{2YS 2U0KSN) 0SOKYAljdzSa dza SRX

m Astroturfing S Flooding S Point and Shriek
m Bandwagon effect S Forgery o Potemkin Village
m Impersonator BOT 5 Hacking 9 Raining
m Spammer BOT (= Laun-denng o Satire and Parody
m Botnet O  Leaking - o
m Cheerleading 5 Malign Rhetoric = Sl
= DarkAds | Mameseis | © Sockpuppets
m DDoS Attacks i g’;gtggzg;ery S Spiral of Silence
m Deepfakes - Transfer S Symbolic Action
- Strawman

Humans! m Echo Chamber 9  Manipulation S Tainting
m Fake Platiorm 9 Misappropriation @ Terrorism
m  Filter Bubble 9 Phishing 9 Woozle Effect
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MISINFORMATION &
DISINFORMATION:
HOW TO SPOT IT!




. Activity: apricot

for parents

o Do you consider yourself wetiformed?
o Here is a challenge for you!
o Pick the right answer to each of the following 10 questions
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. Activity:Factfulnessgjuiz apricot

for parents

w

o Do you consider yourself watiformed?We have a challenge for
you. Pick the right answer to each of th@ questions:

o https://factfulnessquiz.com/
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Quiz

1. In all low-income countries across
the world today, how many girls
finish primary school?

A. 20%
B. 40%
C. 60%+

2. Where does the majority of the
_world population live?

A. Lowincome countries
B. Middle-income countries +
C. Highincome countries

N
w




Quiz

3. In the last 20 years, the proportion
of the world population living in
S E ( NB Y S

LJ2 @S NI &

A. Almost doubled
B. Remained more or less the same
C. Almost halved +

4. What is the life expectancy of the
world today?

. (50 years
B. 60 years
C. 70 years +




Quiz

5. There are 2 billion children aged 0 to
15 years old in the world today. Ho
many children will there be in the
year 2100, according to the UN?

R

A. 4 billion
B. 3 billion
C. 2 hillion +

6. The UN predicts that by 2100 the

world population will have increasec
by another 4 billion people. What is
the main reason?

"f oA .“‘\. ’I.

A. There will be more children (age below 15

B. There will be more adults (age 1%4) +

C. There will be more very old people (aged
75+)

25
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Quiz

7. How did the number of deaths per
year fromnatural disasterschange
over the last hundred years?

A. More than doubled
B. Remained about the same
C. Decreased to less than half +

y® |1 26 Y| yeée 2y@aroldKS
children today have been vaccinated
against some disease”?

26



Quiz

9. In 1996, tigers, giant pandas, and black
rhinos were all listed as endangered. How
many of these three species are more
critically endangered today?

A. Two of them
B. One of them
C. None of them +

10. Worldwide, 30year-old men have
spent 10 years in school, on average.
How many years have women of the
same age spent in school?

A. 9years +

B. 6 years

C. 3years

27
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arder than it looked? apricot

for parents

The media tend tdavourbad news stories over positive ones

The same is true for the human bragnve tend to focus on risk
aversion rather than gain; negatives rather than positives

The DunnineKruger effect; people (including you and us) tend to
overestimate their cognitive ability

t 2E AGAOI £ | O0 2 NHavolringd®ne potts.Df kiewy
over others

If you got most of the answers right, than you are probably already
aware of some of these facts and are already usmgcal thinking

28
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apricot

for parents

Critical Thinking and Tackling Disinformation

By thinking critically we can:

-

O weigh up the trustfulness of the information we
read,;

o consider the soundness of the content and
iInformation communicated;

> jdz8adGA2y GKS | dziK2NXQRa adl

ol

The aim. of cyitica) thinkinq_is to try to maintain an
POoS2SOUABSQ LIZ2aAuAzZzy

Factchecking is not rocket science, it is driven by |
the basicquestom | 2g R2 @S |(Y2Z2g

ol
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Disinformation elements apricot

for parents

In order for disinformationto be producedand disseminatedit goesthrough 3 phasescg
Creation,Productionand Distributionwith 3 mainelements

Agent Theagentisinvolvedin all three phasesof the disinformationchainand could be
3 different people ¢ an agentwho fabricatedthe messagean agentwho producedthe
messageandan agentwho distributedthe message

o’

o’

Message The content of the disinformation This can be communicatedby agentsin
person(viagossip,speech.etc.), in text (newspaperarticles,socialmediaposts,website
content, etc.) or in audio/visualmaterial (imagesyideos,TV,edited audio-clip, etc.).

Interpreter: TheW | dzR Awdhigh® $h&de up of different individuals,everyoneof which
interprets information accordingto his/her own values,beliefs, political positions and
personalexperiences

o’

31
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Questions to ask about theégent apricot

for parents

0'

Is the agent acting as an official person/group, a politician, a eganisationor an
unofficial person/group?

Is the agent organised as an individual, an official business group or a group casually
organised around common interests?

Is the agent motivated:

o financially to profit from the information?

politically to discredit a candidate/ to win electorate?
socially to connect with a specific group of people?
o psychologically to gain status?

Is the agent human, automated by technology or both?

Which audiences does the agent intend to reach? (members/social grot
entire society)

o Does the agent intent to harm? (yes/no)

o Does the intent to mislead? (yes/no) \

32
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&uestions to ask aboube Message ~ 9PTICO!

O’

of

of

of

of

e
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Is the message for sheteérm or longterm intent?

How accurate Is the message”?
(misleading/manipulated/fabricated/true)

Is the message posing as an official source to appear credible?

(no/use official branding unofficially /steal name or image of
iIndividual)

Who or what is intended target of the messaqéise who
are being discredite®) (individual/organisation/social
group/entire society)

Is the message legal or does it include hate speech ¢
iInfringements, etc.?

Who is the intended audience?
/

33
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. Questions to ask abotihe Interpreterap':ﬂ'&g!

LY

o What actions did the Interpreter takeiyfored/shared in
support/shared in opposition/comment)

e’

If the Interpreter has shared the message, have they done so with the
same intent as the original agent, or have they shared it to, for
example, show their disagreement? How did the Interpreter read the
message”?

Hegemonic Accepting the message as it was encoded.
Negotiated. Accepting aspects of the message, but not all o
Oppositional Declining the way the message was encoded

KAt Funded by the
LW Erasmus+ Programme
of the European Union
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apricot

for parents

Task:

Find one example of disinformation message online
In 3 different medias (e.g. Facebook, media websites,
Forums, etc.). Analyse and compare the Agents,
Messages and Interpreters in the 3 different sources
you have chosen by using the guiding questions

RN | soucel | Sowce2] Sowced

Agent

Message

Interpreter

KAt Funded by the
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In order to analyse a statement, ° N
IS useful to distinguish between d:tll"-)“c@i'

what can be checked for truth and

what cannot:
Whf R LIS2LX S al AR [
remember a winter as cold
Fa OGKAADO

Cannot be verified, whereas this

sentence can:

The Traffic light wny Gkra Ries (kS

temperature in the city

faCt-ChECker reached an altime record
t 200Q

for parents
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Traffic light facthecker apricof

for parents

News, speechesof public figures, socialmedia posts
and all information that Is disseminated can be
checkedby searchingfor facts and/or figures whose
truthfulnesscanbe objectivelyverified.

On the next page, read the speech of Mark
Zuckerberg, CEO of FacebooM&&SHINGTON, 06

10 April 2018 and notice the colours that are used to
highlight the text.

e are statements that can be fact checked and
ackedup with official sources of information;

> [lflare statements that cannot be fact checked:;

o Yelloware statements that lie in between the Red
and Green.

4
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? Traffic light facthecker qpric‘ t

for parents

PEOPIBICARIBNNG. A< Faceboo has grown. people everywhere:
have gainec a powerful new tool to stay connecte( to the

people they love. make their voices heard anc build
communities anc businesse. Jus recently ¢ S C seer the
#metoc movemen anc the Marcl for Our Lives organisec at
leas in part, on Faceboo
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Activity apricof

for parents

Task

Apply the Traffic light fact-checker by extracting a
fragmentof a recent article or speechby a publicfigure.
After you haveresearchedhe statementscommunicated
¢ mark them in yellow or iaccordingto the
systemdescribedabove

In order to checkyour Traffic light you can apply this
activity with a colleaguewho haswent trough the analysis
of the samefragmentof text. Compareanddiscuss

For now, we are suggesting you have a look at the
following article based on a spech by French president
Macron:

https://www.ft.com/content/7e7e1bb8022311eabe59%
e2[852a136b8d
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https://www.ft.com/content/7e7e1bb8-0223-11ea-be59-e49b2a136b8d

The CRAP method looks at

.The CRAAP MEthOd 5 main criteria ,p crgrenfﬁ

bQurrency (timeliness) @@
LN

o A team of librarians from USA devised a
set of steps helping to determine
whether a source is trustworthy.

b &)
6‘*

o Relevance (Importance)

o Authority (source)

o Accuracy (reliability)'

o Purpose (reason) ‘
40
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. Cror Currency the Timeliness of the
Information

When was the information published or poste

O’

How recent is the information?

o'

O’

Has the information been revised or updated”

o'

Is the information current or out of date for your topic?

Are the links functional?
RERR Funded by the /
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D apricdf
Rfor Relevance ‘

o Does the information relate to your topic or answer your question?

o Does it help me answer a question or solve a problem?

o'

Is the information at an appropriate level (i.e. not too elementary or advanced for your needs)?

o'

Have you looked at a variety of sources before determining this is one you will use?

o'

Would you be comfortable using this source for a research paper?

What kind of information is included in the resource?

o'

o'

Is content of the resource fact or opinion? Is it balanced?

o

Does the creator provide references or sources for data or quotations

Funded by the
Erasmus+ Programme
of the European Union
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! for Authorityg of the Source apricof

0

O’

0’

0’

O’

0’

O’

Who Is the author/publisher/source/sponsor?

Are the author's credentials or organizational affiliations given?
What are the author's credentials or organizational affiliations
What are the author's gqualifications to write on the topic?
Is there contact information, such as a publisher -ona@l addr| 4

Does the URL reveal anything about the author or sou

Are there advertisements on the website? -
RE Funded by the / =1 Pianeta 4 43
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A for Accuracy Reliability and
Truthfulness

apricot

for parents

Where does the information come from?

e

ol

Is the information supported by evidence?

ol

Has the information been reviewed or refereed?

ol

Can you verify any of the information in another source or from personal
knowledge?

ol

Does the language or tone seem unbiased and free of emotion?

e

Are there spelling, grammar, or other typographical errors?

KAt Funded by the
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O

o o ¢

ol

ol

N
o

KAt Funded by the
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for Purpose why it Exists pricot
What is therurpose of the information? To inform? Teach? Selg for parents
Entertain? Persuade? Manipulate?

Do the authors/sponsors make their intentions or purpose clear?

Is the information fact? Opinion? Propaganda?

Does the point of view appear objective and impartial?

Are there political, ideological, cultural, religious, institutional, or
personal biases?

Is the creator/author trying to sell you something?

IS It biased?

; Y Planeta :
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46

Currency: The timeliness of the information.

e When was the information published or posted? Revised or updated?

e Does your topic require current information, or will older sources work as
well?

Relevance: The importance of the information for your needs.
e Does the information relate to your topic or answer your question?
e Who is the intended audience? / an appropriate level?

Authority: The source of the information.

e Who is the author/publisher/source/sponsor?

e What are the author's credentials or organizational affiliations?

e |s the author qualified to write on the topic? / contact information?

Accuracy: The reliability, truthfulness and correctness of the content.
e Where does the information come from? / supported by evidence?
e Has the information been reviewed or refereed?

e Does the language or tone seem unbiased and free of emotion?

VD DX O

Purpose: The reason the information exists.

e What is the purpose of the information? Is it to inform, teach, sell, entertain
or persuade?

e Does the point of view appear objective and impartial?

e Are there political, religious, institutional or personal biases?
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apricot

for parents

Task

https://www .peta.org/issues/animatcompanion
iIssues/animatompanionfactsheets/animabbuse
humanabusepartnerscrime/

Examinethe article through the lensesof a CRAAP
test.

Can you trust it or not?

If you can, are there elements you nevertheless
doubt?

If you cannot, is there anything true about the article
at all?

47
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https://www.peta.org/issues/animal-companion-issues/animal-companion-factsheets/animal-abuse-human-abuse-partners-crime/

* W
G p rfﬂlrgrgft
u Focus Is a very important part of a
message

u Sometimes small changes in form
can produce quite different
meaning

u Decoding a message requires
paying attention to small details
that can drastically affect it

STR ESS u On the next page, you will see

how just changing the emphasis in
MATTERSI a serj1t_ence prgélugces diffe?ent .
meaning

48
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